1/18 



FIG. 1 



601 




2/18 




3/18 




4/18 





5/18 



FIG. 5 



1706 



701 - 



702 - 



1703- 



704- 



705- 



DESCRIPTOR 
GENERATORS 



MEDIA 
ENCODERS 



IPMP 

CONTROLLER 



BIFS 

ENCODER 



MUX 



UPDATE CONTROLLER 



6/18 



FIG. 6 



1806 



SYNC CONTROLLER 



1802 



DESCRIPTOR 
PARSER 



1803 



BIFS 

DECODER 



1804 



1807 



MEDIA 
DECODERS 



1805 



RENDERER 



DISPLAY, 
REPRODUCTION 



IPMP CONTROLLER 



7/18 



FIG. 7 



101 - 



AUDIO DATA 




AUDIO 
ENCODER 









107. 



108- 



109. 



110- 



111 



AUDIO PATENT 
LIST DATA 



AUDIO 

ENCRYPTING 
KEY DATA 



VIDEO PATENT 
LIST DATA 



VIDEO 

ENCRYPTING 
KEY DATA 



^ SYSTEM PATENT 
LIST DATA 



AUDIO PATENT 
LIST ENCODER 



.113 



102^ 


VIDEO DATA 




VIDEO 






^ 


ENCODER 












103^ 


SYSTEM DATA 




SYSTEM 








ENCODER 





116 



114 



VIDEO PATENT 
LIST ENCODER 



115 



SYSTEM PATENT 
LIST ENCODER 



112. 



SYSTEM 
ENCRYPTING 
KEY DATA 



i/ie 



i— 



00 



>-co< 

CO— iQ 



UJ Q 



>=JQ 



If 



=>C/D< 



o 

Q CD 
=2< 



9/18 



FIG. 9 



202 



201 



AUDIO 
DECODER 



-205 



203 



206 



VIDEO 
DECODER 



207 



204 



SYSTEM 
DECODER 



210 



212 



AUDIO 

PATENT LIST 
DECODER 



208 



o 
o 



AUDIO 
DECODING 
KEY DATA 
STORING UNIT 



COM- 
PARATOR 



221 

^ 

• AUDIO 
OUTPUT 

• CONTROLLER 

222 

cL 

- VIDEO 
OUTPUT 

• CONTROLLER 

223 



SYSTEM 
OUTPUT 
r CONTROLLER 



209 



214 



AUDIO 

PATENT 

LIST 

STORING 
UNIT 



VIDEO 

PATENT LIST 
DECODER 



VIDEO 
DECODING 
KEY DATA 
STORING UNIT 



213 



211 216 



COM- 
PARATOR 



218 



VIDEO 

PATENT 

LIST 

STORING 
UNIT 



SYSTEM 
PATENT LIST 
DECODER 



H 



215 



220 



COM- 
PARATOR 



217- 



SYSTEM 
DECODING 
KEY DATA 
STORING UNIT 



SYSTEM 
PATENT 
LIST 

STORING 
UNIT 



-219 



10/18 



FIG. 10 



101 



102. 



103. 



AUDIO 
DATA 




AUDIO 




ENCODER 






VIDEO 
DATA 




VIDEO 




ENCODER 






SYSTEM 
DATA 




SYSTEM 




ENCODER 



307 



308. 



309. 



310. 



31U 



312 



AUDIO 

PATENT 

DATA 



104 



105 



106 



AUDIO 

ENCRYPTING 
KEY 



VIDEO 

PATENT 

DATA 



ENCRYPTING 
KEY 

GENERATOR 



AUDIO 
ENCRYPTOR 



VIDEO 
ENCRYPTOR 



ENCRYPTING 
KEY 

GENERATOR 



VIDEO 

ENCRYPTING 

KEY 



SYSTEM 
PATENT 
DATA 



SYSTEM 
ENCRYPTING 
KEY 



ENCRYPTING 
KEY 

GENERATOR 



SYSTEM 
ENCRYPTOR 



-304 



-305 



-306 



313 



AUDIO 

PATENT DATA 
ENCODER 



314 



VIDEO 

PATENT DATA 
ENCODER 



315 



SYSTEM 
PATENT DATA 
ENCODER 



11/18 



FIG. 11 



32 



33 



AUDIO 
DECRYPTOR 



-404 



205 



AUDIO 
DECODER 



405 



206 



VIDEO 
DECRYPTOR 



VIDEO 
DECODER 



406 



207 



SYSTEM 
DECRYPTOR 



SYSTEM 
DECODER 



408 



AUDIO 

PATENT DATA 
DECODER 



410 



411 



DISCRIMI- 
NATION 



AUDIO 
DECODING 
KEY STORING 
UNIT 



DECODING 
KEY 

GENERATOR 



AUDIO 

PATENT DATA 
STORING UNIT 



407 



413 



409 



415 



416 



VIDEO 

PATENT DATA 
DECODER 



VIDEO 
DECODING 
KEY STORING 
UNIT 



DISCRIMI- 
NATION 



DECODING 
KEY 

GENERATOR 



VIDEO 

PATENT DATA 
STORING UNIT 



412 



418 



414 



420 



421 



SYSTEM 
PATENT DATA 
DECODER 



DISCRIMI- 
NATION 



SYSTEM 
DECODING 
KEY STORING 
UNIT 



DECODING 
KEY 

GENERATOR 



SYSTEM 
PATENT DATA 
STORING UNIT 



-419 



12/18 




13/18 



FIG. 13 



SYSTEM ENCODING PROGRAM 
VIDEO ENCODING PROGRAM 
AUDIO ENCODING PROGRAM 
ENCRYPTING PROGRAM 
SYSTEM PATENT CODE 

VIDEO PATENT CODE 

AUDIO PATENT CODE 
IPMP ENCODING PROGRAM 
MULTIPLEXING PROGRAM 



COMMUNICATION PROGRAM 



FIG. 14 



(J 



14/18 



START CONTENTS 
FORMING PROCESSING 



D 



S01 



ENCODING VIDEO DATA AND STORING ENCODED 
DATA IN CODE AREA OF MEMORY 501 



S02 



ENCODING AUDIO DATA AND STORING ENCODED 
DATA IN CODE AREA OF MEMORY 501 



S03 



ENCODING SYSTEM DATA AND STORING ENCODED 
DATA IN CODE AREA OF MEMORY 501 



S04 



ENCRYPTING PATENT CODE, IPMP-ENCODING ENCRYPTED 
DATA, AND STORING ENCODED DATA IN CODE AREA OF 
MEMORY 501 



S05 



ENCRYPTING VIDEO ENCODED DATA AND STORING 
ENCRYPTED DATA IN CODE AREA OF MEMORY 501 



S06 



ENCRYPTING AUDIO ENCODED DATA AND STORING 
ENCRYPTED DATA IN CODE AREA OF MEMORY 501 



S07 



ENCRYPTING SYSTEM ENCODED DATA AND STORING 
ENCRYPTED DATA IN CODE AREA OF MEMORY 501 



S08 



MULTIPLEXING RESPECTIVE ENCRYPTED DATA AND 
STORING MULTIPLEXED DATA IN STORAGE DEVICE 505 



f END OF CONTENTS "\ 
V FORMING PROCESSING J 



15/18 



CD 



Qlu<c 

ZDO< 
<COQ 



Q CD 
=>< 
<CI— 



Q-uJ 
90< 



16/18 



FIG. 16 



SYSTEM DECODING PROGRAM 
VIDEO DECODI NG PROGRAM 
AUDIO DECODING PROGRAM 
DECRYPTING PROGRAM 

SY STEM PATENT CODE 

VIDE O PATENT CODE 

AU DIO PATENT CODE 

IPMP D ECODING PROGRAM 
DEMULTIPLEXI NG PROGRAM 
CONTENTS EXECUTION PROGRAM 



COMMUNICATION PROGRAM 



17/1S 



FIG. 17 



START OF CONTENTS 
REPRODUCING PROCESSING 



S101 



READING OUT CONTENTS FROM STORAGE DEVICE 
505, DEMULTIPLEXING IT INTO RESPECTIVE ENCODED 
DATA TO STORE IN CODE AREA OF MEMORY 501 

I 



DECODING AUDIO PATENT CODE AND 
STORING IT IN DATA AREA OF MEMORY 501 



5" 



S102 



IDENTICAL 



COMPARING WITH 
AUDIO PATENT CODE STORED IN 
^STORAGE DEVICE 504 ? 



S103 



DECODING AUDIO ENCRYPTED 
DATA AND STORING AUDIO 
ENCODED DATA IN CODE 
AREA OF MEMORY 501 



T 



^S104 



DECODING AUDIO ENCODED 
DATA AND STORING IT IN 
DATA AREA OF MEMORY 501 



S105 



NONIDENTICAL 



DECODING VIDEO PATENT CODE AND 
STORING IT IN DATA AREA OF MEMORY 501 



S106 



IDENTICAL 



DECODING VIDEO ENCRYPTED 
DATA AND STORING VIDEO 
ENCODED DATA IN CODE 
AREA OF MEMORY 501 




DECODING AUDIO ENCODED 
DATA AND STORING IT IN 
DATA AREA OF MEMORY 501 



S109 



NONIDENTICAL 



18/18 



FIG. 18 



S110 



DECODING SYSTEM PATENT 
CODE AND STORING IT IN 
DATA AREA OF MEMORY 501 



IDENTICAL 



S112 



DECODING SYSTEM ENCRYPTED 
DATA AND STORING SYSTEM 
ENCODED DATA IN CODE AREA 
OF MEMORY 501 



S113 



S111 

"COMPARING" 
^WITH SYSTEM PATENT 
CODE STORED IN STORAGE 
DEVICE 504 
? 

NONIDENTICAL 



DECODING SYSTEM ENCODED 
DATA AND STORING IT IN 
DATA AREA OF MEMORY 501 



S114 



DISPLAYING VIDEO DATA 
ACCORDING TO SYSTEM DATA 
AND OUTPUTTING AUDIO DATA 
FROM AUDIO DEVICE 506 



END OF CONTENTS ^ 
REPRODUCING 
y PROCESSING J 



